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(54) Additional information superposing method, information signal copy control method, 
information signal output device and information signal recording device 


(57) An image signal to be outputted is divided into 
two areas or a first area and a second area. In an elec- 
tronic watermarking information forming section (WM 
forming section), a spectrum spread signal (electronic 
watermarking information) is preferably formed as the 
first additional information so as to be superposed on 
the first area of the image signal. The spectrum spread 
signal is superposed on the first area of the image signal 


by an electronic watermarking information superposing 
section (WM superposing section). Moreover, in the 
case where the image signal is recorded on a recording 
medium, for example, the second additional information 
is newty superposed on the second area of the image 
signal. Thus, deterioration of the information signal is 
suppressed at minimum, and first and second additional 
information are superposed on the information signal to 
be capable of transmitting the information signal. 
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Description 

BACKGROUND OF THE INVENTION 
Field of the Invention 

[0001] The present invention relates to an additional 
information superposing method of superposing addi- 
tional information on an information signal which is pro- 
vided with it being recorded on a recording medium such 
as a DVD (Digital Video Disc) and so on or an informa- 
tion signal transmitted through a transmission medium 
such as internet and broadcasting media and so on, an 
information signal copy control method of controlling a 
copy generation of an information signal by using addi- 
tional information added to the information signal, an in- 
formation signal output device and an information signal 
recording device. 

Description of the Related Art 

[0002] In recent years, with the spread of digital con- 
tents such as internet and digital video disk or the like, 
there arises a problem of piracy that the digital contents 
are copied illegally. Therefore, in order to cope with this 
problem, it is considered that information for controlling 
a copy is added to the digital contents and the illegal 
copy is prevented by using the additional information. 
[0003] As for the control to prevent the copy, two cas- 
es are considered such that copy is not permitted at all 
according to an information source and that copy is per- 
mitted once but the obtained copy is forbidden to be cop- 
ied again (generation limit copy control method). The 
former case is applied to an original software such as a 
DVD-ROM which is produced and dealt by a contents 
maker The latter generation limit copy control method 
is applied to information which is broadcasted in broad- 
casting media, for example. 

[0004] In the case of the generation limit copy control 
method, a system which is capable of controlling the 
copy generation effectively is desired. As the copy con- 
trol information system which is capable of managing 
the copy generation, a CGMS (Copy Generation Man- 
agement System) and a method using an electronic wa- 
termarking process are suggested. 
[0005] The electronic watermarking process embeds 
information as a noise into a portion which exists in im- 
age data or music data and is not important for human 
perceptivity, namely, a portion which is not redundant 
with respect to music or image. Additional information, 
which was embedded into image data or music data by 
such an electronic watermarking process, was hardly 
removed from the image data or music data. Meanwhile, 
even after image data or music data are subject to a 
filtering process or data compressing process, the ad- 
ditional information as electronic watermarking informa- 
tion embedded thereinto can be detected from the im- 
age data or music data. 


[0006] In the case of the copy control method using 
the electronic watermarking process, additional infor- 
mation to be embedded represents the following four 
states: 

(1) "Copy Free"; 

(2) "One Copy"; 

(3) "No more Copy"; and 

(4) "Never Copy", 

namely, it represents copy generation of image data or 
music data on which the electronic watermarking infor- 
mation was superposed and the copy limit state. 
[0007] (1 ) "Copy Free" represents that music data or 
image data can be copied freely. (2) "One Copy" repre- 
sents that music data or image data can be copied only 
once. (3) "No More Copy" represents that music data or 
image data are obtained from the music data or image 
data in the state of (2) "One Copy", and they are not 
allowed to be copied again. (4) "Never Copy" represents 
that music data or image data are never allowed to be 
copied. 

[0008] In the case where the electronic watermarking 
information which was superposed on image data or 
music data is "One Copy", a judgment is made that the 
image data or music data can be copied and recorded 
and the recording is executed in a recording device 
which can execute the electronic watermarking process 
(namely, copy limit process), but the electronic water- 
marking information which was rewritten into "No More 
Copy" is superposed on the recorded image data or mu- 
sic data. In the case where the electronic watermarking 
information which was superposed on the image data 
or music data to be recorded is "No More Copy", a judg- 
ment is made that the image data or music data are not 
allowed to be copied and recorded and the recording is 
forbidden in the recording device which can execute the 
electronic watermarking process. 
[0009] In the CGMS system, in the case of an analog 
image signal, for example, additional information of 2 
bits for copy control is superposed on specified one hor- 
izontal period within the vertical blanking period, and in 
the case of a digital image signal, additional information 
of 2 bits for copy control is added to the digital image 
data so that the data are transmitted. 
[001 0] The contents of the information of 2 bits in the 
CGMS system (hereinafter, referred to as CGMS infor- 
mation) are: 

[00]—copy free; 

[I0]-»one copy (copy by only one generation); and 
[11]»never copy. 

In the CGMS system, the above-mentioned state "No 
More Copy" does not exist. 

[0011] In the case where the CGMS information add- 
ed to image information is [10], a judgment is made that 
the image information can be copied and recorded and 
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the recording is executed in a recording device which 
can cope with CGMS, but the CGMS information which 
was rewritten into [11] is added to the recorded image 
signal. In the case where the CGMS information added 
to the image information to be recorded is [11 J, a judg- 
ment is made that the image signal is not allowed to be 
copied and recorded and the recording is forbidden in 
the recording device which can cope with CGMS. 
[0012] Incidentally, in the case where the copy of an 
c.r^ analog image signal or digital image signal is controlled 

by the CGMS system as mentioned above, the CGMS 
information of 2 bits is added to a specified position 
which is separated from a signal forming an image. 
[0013] For this reason, in the case where, for exam- 
ple, the digital image signal to which the CGMS infor- 
mation was added is used, it is considered that when 
the digital Image signal is converted into an analog im- 
age signal so as to be utilized, the CGMS information is 
possibly lost. 

[0014] In this case, even when the digital image signal 
is forbidden to be copied by the CGMS information, by 
converting the digital image signal into an analog image 
signal, it becomes possible that the analog image signal 
is freely copied. 

[0015] Therefore, as the additional information for 
copy control, it is considered that electronic watermark- 
ing information is superposed on information signals 
such as an analog image signal and a digital image sig- 
nal so as to be provided. As mentioned above, since the 
electronic watermarking information is superposed on 
an information signal, it is difficult to remove the elec- 
tronic watermarking information from the information 
signal or alter it. 

[0016] In addition, since the electronic watermarking 
information can represent a copy generation and copy 
limit state of an information signal as mentioned above, 
in the recording device which can cope with the elec- 
tronic watermarking process, the copy of the information 
signal can be controlled securely and property based on 
the electronic watermarking information. 
[0017] However, as mentioned above, in the case 
where the electronic watermarking information repre- 
senting "One Copy' is superposed on an information 
signal, the information signal is copied based on the 
electronic watermarking information in the recording de- 
vice which can cope with the electronic watermarking 
process. However, since the copied information signal 
§g is forbidden to be copied again, the electronic water- 

H marking information added to the information signal to 

83 be recorded should be rewritten into "No More Copy". 

v . [0018] In this case, the following two methods are 

considered. In one method, the electronic watermarking 
information representing "No More Copy" is overwritten 
on the information signal on which the electronic water- 
marking information representing "One Copy" was su- 
perposed. In the other method, after the electronic wa- 
termarking information representing "One Copy" is de- 
leted from the information signal on which the electronic 


watermarking information representing "One Copy" was 
superposed, the electronic watermarking information 
representing "No More Copy" is newly superposed on 
the information signal. 
s [001 9] However, in the former method, since the elec- 
tronic watermarking information representing "No More 
Copy" is overwritten on the information signal on which 
the electronic watermarking information representing 
"One Copy" was superposed, an image which is formed 

io by the image signal is possibly deteriorated. 

[0020] in the latter method, the electronic watermark- 
ing information for deletion, which is the completely 
same as the electronic watermarking information repre- 
senting "One Copy" superposed on an information sig- 
nal, is generated at timing completely same as the elec- 
tronic watermarking information representing "One 
Copy", and the electronic watermarking information for 
deletion is subtracted from the information signal so that 
the electronic watermarking information superposed on 

2 o the information signal can be deleted. 

[0021] However, it is difficult to generate the same 
electronic watermarking information in the information 
signal on which the electronic watermarking information 
was superposed at the timing completely same as the 

2S superposing of the electronic watermarking information. 
Particularly in the case where the information signal on 
which the electronic watermarking information was su- 
perposed is an analog signal, the timing is delayed eas- 
ily, and the information signal is occasionally deteriorat- 

30 ed by subtracting the electronic watermarking informa- 
tion. 

SUMMARY OF THE INVENTION 

3S [0022] Embodiments of the present invention seek to 
provide an additional information superposing method 
of superposing different two pieces of additional infor- 
mation on an information signal with deterioration of the 
information signal being suppressed minim umly so as 

40 to be capable of transmitting the information signal, an 
information signal copy control method using additional 
information superposed on an information signal, an in- 
formation signal output device and an information signal 
recording device. 

45 [0023] According to a fi rst aspect of the present inven- 
tion there is provided a method of superposing second 
additional information on an information signal, compris- 
ing the steps of: a first step of generating first and sec- 
ond electronic watermarking information corresponding 

so to first and second additional information; and a step of 
superposing said first electronic watermarking informa- 
tion on a first area of an information signal and super- 
posing said second additional electronic watermarking 
information on a second area of said information signal. 

ss [0024] Preferably, the first additional information and 
the second additional information as electronic water- 
marking information are superposed in the different ar- 
eas. 
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[0025] As a result, the different two pieces of informa- 
tion are superposed on one information signal, and thus 
the information signal can be transmitted so that the two 
pieces of information can be extracted. Moreover, since 
the two pieces of information are not superposed on one 
area of the information signal, deterioration of the infor- 
mation signal, which is caused by superposing the ad- 
ditional information does not become serious. 
[0026] Preferably, the first additional information and 
second additional information are information for limiting 
a copy generation of the information signal; and 

the first additional information represents a state 
before the copy generation is limited, and the second 
additional information represents a state after the copy 
generation is limited. 

[0027] Therefore, for example, the information repre- 
senting "Copy Once" is superposed on the first area of 
the information signal, and when the information signal 
is recorded on a recording medium, the information rep- 
resenting "Never Copy' is superposed on the second 
area of the information signal. 
[0028] As a result, the copy generation of the informa- 
tion signal can be limited securely and properly based 
on the information before the copy generation is limited 
added to the first area of the information signal and the 
information after the copy generation is limited added to 
the second area Moreover, since the information before 
the copy generation is limited (first additional informa- 
tion) and the information after the copy generation is lim- 
ited (second additional information) are not superposed 
on one area of the information signal, the deterioration 
of the information signal, which is caused by superpos- 
ing different pieces of additional information, can be pre- 
vented. 

[0029] Preferably, the first area and second area are 
set as areas for each predetermined time length of the 
information signal. 

[0030] Therefore, the first area and second area of the 
information signal on which the additional information is 
superposed are determined by a time length of the in- 
formation signal, for example in a manner that the infor- 
mation signal is divided by time such that the first 1 sec- 
ond is for the first area and the next 1 second is for the 
second area, or the first 1 second is for the first area and 
2 seconds are paused and the next 1 second is for the 
second area. 

[0031] As a result, the first area and second area are 
determined in the time direction of the information sig- 
nal, and the first additional information is superposed on 
the first area and the second additional information is 
superposed on the second area so that the information 
signal can be transmitted. 

[0032] Alternatively, the first area and second area 
are set as areas for each predetermined data amount 
of the information signal. 

[0033] Therefore, the first area and second area on 
which the additional information is superposed are de- 
termined based on predetermined data amount in a 


manner that in the case where the information signal is 
a digital signal, a block which is a processing unit of the 
digital signal is used as unit so that, for example, the 
first 3 blocks are for the first area and the next 3 blocks 
5 are for the second area. 

[0034] As a result, the first area and second area are 
determined based on the data amount of the information 
signal, and the first additional information is superposed 
on the first area and the second additional information 
10 is superposed on the second area so that the informa- 
tion signal can be transmitted. 
[0035] In one embodiment, the information signal is 
an image signal; and 

the first area and second area are formed in a time 
direction by using a frame or field as unit. 
[0036] Therefore, the information signal is an image 
signal, and the first area and second area are deter- 
mined by using a frame or field as a unit, for example in 
a manner that the first area and second area are set 
alternatively per 1 frame or 1 field. 
[0037] As a result, the first area and second area are 
determined by using a frame or field of the image signal 
as unit, and the first additional information is superposed 
on the first area and the second additional information 
is superposed on the second area so that the image sig- 
nal can be transmitted. 

[0038] In one embodiment, the information signal is 
an image signal; and 

the first area and second area are formed sepa- 
rately within one frame or one field. 
[0039] Therefore, the information signal is an image 
signal, and the first area and second area are deter- 
mined in an interval direction of the image signal, for 
example in a manner that the upper half portion of each 
frame is for the first area and the lower half portion is for 
the second area or the upper half portion of continuous 
plural frames is for the first area and the lower half por- 
tion is for the second area. 

[0040] As a result, the first area and second area are 
determined in a spatial direction of the image signal, and 
the first additional information is superposed on the first 
area and the second additional information is super- 
posed on the second area so that the image signal can 
be transmitted. 

[0041] In preferred embodiments, the first additional 
information of the first area which is superposed on the 
information signal as mentioned above is monitored, or 
the second additional information of the second area is 
monitored or the first additional information of the first 
area and the second additional information of the sec- 
ond area are monitored so that a judgment is made as 
to whether or not the information signal can be copied. 
Then, the recording can be controlled property, and the 
second additional information is superposed on the sec- 
ond area if necessary so that the information signal can 
be transmitted. 

[0042] Further particular and preferred aspects of the 
present invention are set out in the accompanying Inde- 
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FIGS. 1 2A and 12B are diagrams for explaining re- 
writing of electronic watermarking information WM 
in the WM rewriting section 68 shown in FIG. 9; 
FIGS. 13A and 1 3B are diagrams for explaining an* 

s other example of the superposing method of the 
electronic watermarking information WM; 
FIGS. 14Aand 14B are diagrams for explaining an- 
other example of the superposing method of the 
electronic watermarking information WM; and 

10 Fl G S. 1 5 A and 1 SB are dia grams for explaining an- 
other example of the superposing method of the 
electronic watermarking information WM. 

DESCRIPTION OF THE PREFERRED 
15 EMBODIMENTS 


pendent and dependent claims. Features of the depend- 
ent claims may be combined with features of the inde- 
pendent claims as appropriate, and in combinations oth- 
er than those explicitly set out in the claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0043] The present invention will be described further, 
by way of example only, with reference to preferred em- 
bodiments thereof as illustrated in the accompanying 
drawings, in which: 

FIG. 1 is a block diagram for explaining an informa- 
tion signal output device according to one embodi- 
ment of the present invention to which an additional 
information superposing method according to one 
embodiment of the present invention is applied; 
FIG. 2 is a block diagram for explaining a timing sig- 
nal generating section 32 shown in FIG. 1; 
FIGS. 3A to 3F are diagrams for explaining various 
timing signals generated in the timing signal gener- 
ating section 32 and a PN code string generated by 
using the timing signals; 

FIGS. 4A to 4C are diagrams for explaining a su- 
perposing state of electronic watermarking informa- 
tion to be superposed on an image signal in the in- 
formation signal output device shown in FIG. 1 ; 
FIGS. 5A to 5D are diagrams for explaining the elec- 
tronic watermarking information and the information 
signal on which the electronic watermarking infor- 
mation is superposed; 

FIG. 6 is a block diagram for explaining a constitu- 
tional example of a set top box as the information 
signal output device of an embodiment of the 
present invention which receives an information 
signal outputted from the information signal output 
device in FIG. 1; 

FIG. 7 is a block diagram for explaining a WM de- 
tecting section 48 of the set top box shown in FIG. 6; 
FIGS. 8 A to 8F are diagrams for explaining various 
timing signals generated in the timing signal gener- 
ating section 48 shown in FIG. 7 and an inverse 
spread-use PN code string generated by using the 
timing signals; 

FIG. 9 is a block diagram for explaining an informa- 
tion signal recording device according to one em- 
bodiment of the present invention to which the ad- 
ditional information superposing method according 
to one embodiment of the present invention is ap- 
plied; 

• FIG. 10 is a block diagram for explaining a WM re- 
writing section 68 of the information signal record- 
ing device shown in FIG. 9; 
FIGS. 1 1 A to 11 G are diagrams for explaining vari- 
ous timing signals generated in a timing signal gen- 
erating section 683 shown in FIG. 10 and a rewrit- 
ing-use PN code string generated by using the tim- 
ing signals; 


[0044] There will be described below an additional in- 
formation superposing method, an information signal 
copy control- method, an information signal output de- 
20 vice and an information signal recording device accord- 
ing to an embodiment of the present invention with ref- 
erence to the drawings. 

[0045] The embodiment described below refers to a 
case that the information signal output device is applied 

25 to a broadcasting device in a broadcasting station and 
to a set top box (receiver) for receiving digital broadcast- 
ing, the information signal recording device is applied to 
a recording device for recording an output signal from a 
set top box onto a recording medium. 

30 [0046] Namely, the embodiment described below is 
an example that the digital broadcasting from a broad- 
casting station is received by the set top box (receiver), 
for example, and its received signal is recorded onto the 
recording medium by the recording device provided 

35 separately from the receiver. 

[0047] The digital broadcasting can provide various 
digital information such as image information, sound in- 
formation, text information and soon, but in order to sim- 
plify the description, the following description will refer 

40 to a case that image information (image signal) is pro- 
vided by the digital broadcasting. 
[0048] As mentioned later, CGMS information as in- 
formation for copy control is added to an image signal 
provided by digital broadcasting, and electronic water- 

45 marking information WM is superposed on the image 
signal so that the image signal is provided. In this em- 
bodiment, copy control information (copy generation 
limit information) is spectrum spread by using codes of 
PN (Pseudorandom Noises) (hereinafter, referred to as 

50 PN codes), and the copy control information which was 
spectrum spread (spread spectrum signal) as electronic 
watermarking information WM is superposed on the im- 
age signal. 

[0049] In addition, a disk on which an image signal is 
55 recorded is a DVD. In the following description, a rewri- 
table DVD is called as a RAM disk, and a non-rewritable 
readonly DVD is called as a ROM disk. Moreover, a re- 
cording device and a reproducing device which can 


5 


EP1 003167A2 


10 


cope with a copy generation limit process are called as 
compliant devices, and a device which cannot cope with 
the copy generation limit process is called as a non- 
compliant device. 

[Information Signal Output Device] 

[0050] FIG. 1 is a block diagram for explaining the in- 
formation signal output device to be used in a broad- 
casting station for executing digital broadcasting in the 
present embodiment. The information signal output de- 
vice shown in FIG. 1 superposes the electronic water- 
marking information WM or adds CGMS information on 
and to an image signal to be broadcasted and gives an- 
other necessary processes to the image signal so as to 
form and output a digital image signal to be broadcast- 
ed. 

[0051] As shown in FIG. 1 , the information signal out- 
put device according to the present embodiment in- 
cludes an input terminal 1, an electronic watermarking 
information superposing section (hereinafter, referred to 
as WM superposing section) 2, an electronic water- 
marking information forming section ( hereinafter, re- 
ferred to as WM forming section) 3, a data compressing 
section 4, a CGMS-D information adding section 5, a 
CGMS-D information generating section 6, an encryp- 
tion section 7 and a signal output section 8. Moreover, 
as shown in FIG. 1, the WM forming section 3 includes 
a synchronization detecting section 31 , a timing signal 
generating section 32, a PN generating section 33, a 
copy control information generating section 34, an SS 
spread section 35 and a level adjusting section 36. 
[0052] In addition, FIG. 2 is a block diagram for ex- 
plaining the timing signal generating section 32 of the 
information signal output device according to the 
present embodiment. As shown in FIG. 2, the timing sig- 
nal generating section 32 includes a PN generation tim- 
ing signal generating section 321 , a PN clock signal gen- 
erating section 322 composed of a PLLand a timing sig- 
nal generating section 323. 

[0053] An image signal to be broadcasted is supplied 
to the WM superposing section 2 and the synchroniza- 
tion detecting section 31 of the WM forming section 3 
via the input terminal 1 . The synchronization detecting 
section 31 detects a vertical synchronization timing sig- 
nal V and a horizontal synchronization timing signal H 
from the supplied image signal, and supplies the detect- 
ed output to the timing signal generating section 32. 
[0054] The timing signal generating section 32 gener- 
ates a PN code reset timing signal RE (hereinafter, sim- 
ply referred to as the rest signal RE) representing a PN 
code generation start timing, a PN generation enable 
signal EN (hereinafter, simply referred to as the enable 
signal EN) representing an interval where PN codes are 
generated and a clock signal PNCLK by using the ver- 
tical synchronization timing signal V and the horizontal 
synchronization timing signal H as reference signals. 
[0055] In the present embodiment, the horizontal syn- 


chronization timing signal H and the vertical synchroni- 
zation timing signal V from the synchronization detect- 
ing section 31 are supplied to the PN generation timing 
signal generating section 321 and the timing signal gen- 
5 erating section 323, and the horizontal synchronization 
timing signal H from the synchronization detecting sec- 
tion 31 is supplied to the PN clock generating section 
322. 

[0056] The PN generation timing signal generating 

w section 321 generates a rest signal RE for determining 
a repetition period of spread-use PN code strings used 
for spectrum spread as shown in FIG. 3(C) by using the 
vertical synchronization timing signal V (see FIG. 3(A)) 
and the horizontal synchronization timing signal H (see 

'5 FIG. 3(B)) as reference signals. In this example, the re- 
set signal RE is a signal with a period of 1/2 frame. 
[0057] Further, in this example, the PN generation 
timing signal generating section 321 generates an ena- 
ble signal EN by using the vertical synchronization tim- 

20 ing signal V (see FIG. 3(A)) and the horizontal synchro- 
nization timing signal H (see FIG. 3(B)) as reference sig- 
nals. In this example, the enable signal EN is generated 
as a signal for generating the PN codes from the PN 
generating section 33 with an interval of 1/2 frame (see 

25 fig. 3(D)). Namely, as shown in FIG. 3(D), the enable 
signal EN is a signal that a signal interval of tow level 
and a signal interval of high level are repeated alterna- 
tively at every 1/2 frame. The enable signal EN is low 
active. 

30 [0058] The PN clock generating section 322 gener- 
ates the PN clock PNCLK (see FIG. 3(E)) which is syn- 
chronized with the horizontal synchronization timing sig- 
nal H by using a PLL. Moreover, the timing signal gen- 
erating section 323 generates various timing signals to 

35 be used in the information signal output device shown 
in FIG. 1 based on the vertical synchronization timing 
signal Vand the horizontal synchronization timing signal 
H. 

[0059] Then, the reset signal RE, enable signal EN 

40 and PN clock signal PNCLK of the signals generated in 
the timing signal generating section 32 are supplied to 
the PN generating section 33. Moreover, the enable sig- 
nal EN and the PN clock signal PNCLK are supplied also 
to the copy control information generating section 34. 

4S [0060] The PN generating section 33 generates PN 
codes according to the reset signal RE, the enable sig- 
nal EN and the clock signal PNCLK. Namely, the PN 
generating section 33 is reset with the period of 1/2 
frame by the reset signal RE in this example, and gen- 

50 erates a PN code string PS with a predetermined code 
pattern starting from its head. The PN generating sec- 
tion 33 generates the PN code string PS according to 
the clock signal PNCLK only when the PN code gener- 
ation possible state (enable state) is obtained by the en- 

55 able signal EN. 

[0061] In this case, as mentioned above, since the PN 
generating section 33 is brought into a state of being 
capable of generating the PN codes when the enable 


6 


11 


EP1 003167 A2 


12 


signal EN is in a low level, as shown in FIG. 3(F) the PN 
generating section 33 is in the state of generating the 
PN code at every other 1/2 frame, and generates the 
PN code by 1 chip per every 1 clock of the PN clock 
signal PNCLK. 

[0062] Then, the PN generating section 33 is reset at 
its head at every 1/2 frame by the reset signal RE. In the 
present embodiment, the PN code string PS with pre- 
determined code pattern is generated from its head in 
a first hatf portion of one frame (1/2 frame) according to 
the enable signal EN as shown in FIG. 3(D). Namely, 
the PN code string PS with the predetermined code pat- 
tern is generated at every other 1/2 frame. The PN code 
string PS obtained from the PN generating section 33 
in such a manner is supplied to the SS spread section 
35. 

[0063] The PN generating sect ion 33 generates the 
PN code string PS of M sequence based on the enable 
signal EN, PN clock signal PNCLK, reset signal RE in 
such a manner. The PN generating section 33 includes 
a multi-staged shift register, not shown and some of ex- 
clusive-OR circuits for operating suitable tap outputs of 
the shift register. 

[0064] Meanwhile, the copy control information gen- 
erating section 34 generates copy control information 
as additional information, which is spectrum spread and 
superposed on the image signal inputted via the input 
terminal 1 , at the timing of the enable signal EN from the 
timing signal generating section 32 based on the clock 
PNCLK. The copy control information generating sec- 
tion 34 outputs the copy control information based on 
the clock PNCLK so as to supply the same to the SS 
spread section 35. Namely, the copy control information 
generating section 34 forms a copy control information 
string FS at the timing same as the PN code string PS 
and supplies it to the SS spread section 35. 
[0065] I n the present embodiment, in the copy control 
information generating section 34, in the case where an 
image signal to be transmitted is recognized as being 
copied freely, information representing "Copy Free" is 
generated. In the case where the image signal is not 
recognized at all as being copied, information represent- 
ing "Never Copy" is generated. Moreover, in the case 
where the image signal to be transmitted is recognized 
as being copied only once, information representing 
"One Copy" is generated. 

[0066] The copy control information generating sec- 
tion 34 can generate information of low bit rate repre- 
senting the copy control states such as "Copy Free", "No 
Copy" ,"One Copy" and the like as copy control informa- 
tion. Further, the copy control information generating 
section 34 can generate the copy control information ac- 
cording to an image signal to be recorded on a DVD 1 00 
under the control by a control section 10. 
[0067] The SS spread section 35 multiplies the copy 
control information string FS by the PN code string PS 
to thereby generate a spectrum spread signal. The 
spectrum spread signal is supplied to the WM superpos- 


ing section 2 via the level adjusting section 36 and is 
superposed as electronic watermarking information on 
an input image signal VI. The level adjusting section 36 
adjusts a superposing level by superposing the elec- 

5 tronic watermarking information by such an extent to 
a void deteriorating of an reproduced image. I nth is case, 
the spectrum spread signal (electronic watermarking in- 
formation) is superposed with a level which is smaller 
than a dynamic range of the image signal. 

10 [0068] In this case, as mentioned with reference to 
FIG. 3, the PN code string PS and the copy control in- 
formation string FS are generated in the first half portion 
(1/2 frame) of each frame of the image signal, and the 
spectrum spread signal, which represents a state of the 

is copy control formed by multiplying them, is superposed 
on the image signal. 

[0069] Therefore, when the copy control information 
generated in the copy control information generating 
section 34 is "Copy Once', as shown in FIG. 4A, the 

20 spectrum spread signal representing the state of "Copy 
Once" is superposed on an area FLU in the first half por- 
tion of each frame FL of the image signal. 
[0070] Similarly, when the copy control information 
generated in the copy control information generating 

25 section 34 is "Never Copy", as shown in FIG. 4B, the 
spectrum spread signal representing the state of "Never 
Copy* is superposed on the area FLU in the first half 
portion of each frame FL of the image signal. When the 
copy control information generated in the copy control 

30 information generating section 34 is "Copy Free", as 
shown in FIG. 4C, the spectrum spread signal repre- 
senting the state of "Copy Free' is superposed on the 
area FLU in the first hatf portion of each frame FL of the 
image signal. 

as [0071] Namely, the area FLU in the first half portion of 
each frame FL of the image signal is set as a first area, 
and an area FLD in the tatter hatf portion is set as a sec- 
ond area. The spectrum spread signal, which is formed 
by spectrum spreading the copy control information, is 

40 superposed on the first area. As detailed later, in the 
case where copy generation of the image signal is lim- 
ited, for example, the copy control information whose 
copy generation was limited is spectrum spread and su- 
perposed on the second area of each frame of the image 

4$ signal in the recording device. Therefore, in the informa- 
tion signal output device according to the present em- 
bodiment, the spectrum spread signal is not superposed 
on the second area. 

[0072] The image signal on which the spectrum 
so spread signal is superposed as electronic watermarking 
information representing the state of the copy control is 
supplied to the data compressing processing section 4. 
The data compressing processing section 4 compress- 
es in data the supplied image signal according to the 
ss MPEG method, and supplies the same to the CGMS-D 
information adding section 5. The CGMS-D information 
adding section 5 adds CGMS-D information, which is 
supplied from the CGMS-D generating section 6, to the 
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data-compressed digital image signal. 
[0073] The CGMS-D information generating section 
6 generates the CGMS-D information to be added to the 
image signal to be transmitted. In this case, the CGMS- 
D information to be added is determined according to 
the information to be transmitted. The CGMS-D infor- 
mation which is generated in the CGMS-D information 
generating section 6 represents any one of "Copy Free 
[00]", "Copy Once [10]' and "Never Copy [1 1 ]". 
[0074] Namely, in the case where the image signal to 
be transmitted is recognized as being copied freely, the 
CGMS-D information generating section 6 generates 
the CGMS-D information [00) representing "Copy Free". 
In the case where the image signal is recognized as nev- 
er being copied, the CGMS-D information generating 
section generates the CGMS-D information [11] repre- 
senting "Never Copy", in the case where the image sig- 
nal to be transmitted is recognized as being copied 
once, the CGMS-D information generating section gen- 
erates the CGMS-D information representing "Copy 
Once [10]". 

[0075] In the CGMS-D information adding section 5, 
the image signal to which the CGMS information was 
added is supplied to the encryption section 7. In the 
present embodiment, the encryption section 7 gives an 
encryption process of CSS (Contents Scramble Sys- 
tem) to the image signal. The encryption process of CSS 
is an encryption processing system applied to an infor- 
mation signal in the case where the information signal 
such as an image signal or the like is recorded on a ROM 
or the like disk and is provided. 
[0076] The image signal which is subjected to the en- 
cryption process in the encryption section 7 is supplied 
to the signal output section 8, and after the image signal 
undergoes a process for output such as a level amplify- 
ing process or the like, it is broadcasted to a user (re- 
ceiver) via an antenna and a cable, for example. 
[0077] The information signal output device according 
to the present embodiment superposes the spectrum 
spread signal (electronic watermarking information), 
which was formed by spectrum spreading the image sig- 
nal to be outputted as copy control information, on the 
first area of each frame of the image signal, and adds 
the CGMS-D information to the image signal so as to 
output the same. 

[0078] Since the electronic watermarking information 
is superposed on the image signal, even if a digital im- 
age signal on which the electronic watermarking infor- 
mation was superposed is converted into an analog im- 
age signal, the electronic watermarking information is 
not removed. Moreover, even if the electronic water- 
marking information is superposed on the image signal, 
the image signal is not deteriorated. 
[0079] FIG. 5 shows a relationship between the copy 
control information to be superposed as electronic wa- 
termarking information and the image signal in the form 
of spectrum. The copy control information includes a 
small quantity of information and thus is a signal with 


low bit rate, and as shown in FIG. 5(a), it is a signal with 
a narrow bandwidth. When the copy control information 
is spectrum spread, it becomes a signal with a wide 
bandwidth as shown in FIG. 5(b). At this time, a spec- 
5 trum spread signal level is inversely proportional to an 
enlarging ratio of bandwidth and thus becomes lower. 
[0080] The spectrum spread signal (SS copy control 
information (SS means spectrum spread)) is super- 
posed on the image signal Vi by the WM superposing 

io section 2, but in this case as shown in FIG. 5(c), the SS 
copy control information is superposed with a level 
smaller than a dynamic range of the image signal as an 
information signal. As a result, the main information sig- 
nal can be hardly deteriorated. Therefore, as mentioned 

is above, when the image signal on which the SS copy 
control information was superposed is supplied to the 
monitor image receiver and the image is reproduced, 
the image is hardly influenced by the SS copy control 
information, and thus the satisfactory reproduced image 

so can be obtained. 

[0081] Meanwhile, as mentioned later, when the im- 
age signal is spectrum spread inversely in order to de- 
tect the SS copy control information, as shown in FIG. 
5(d), the SS copy control information is restored as a 

25 signal with a narrow bandwidth. When sufficient band- 
width spread factor is given, an electric power of the in- 
versely spread copy control information exceeds the in- 
formation signal so that the SS copy control information 
can be detected. 

30 [0082] In this case, since the electronic watermarking 
information superposed on the image signal is super- 
posed at the same time and within the same frequency 
as the image signal, the electronic watermarking infor- 
mation cannot be deleted or corrected only by a frequen- 
ts cy filter or simple replacement of information. 

[0083] Therefore, the electronic watermarking infor- 
mation (SS copy control information) superposed on the 
image signal is not removed, and its alternation is diffi- 
cult. As a result, the copy control which prevents illegal 

40 copy securely can be made. 

[0084] In addition, in the above structure, the spec- 
trum spread is executed by using the PN code string 
which is formed by using the vertical synchronization 
timing signal Vand the horizontal synchronization timing 

*s signal H as reference signals. For this reason, a PN 
code string for inverse spectrum spread, which is re- 
quired for detecting the spectrum spread signal from the 
image signal, can be easily generated by using the ver- 
tical synchronization timing signal V and the horizontal 

so synchronization timing signal H detected from the image 
signal as reference signals. As a result, the spectrum 
spread signal which is superposed on the image signal 
can be detected quickly and accurately. 
[0085] Here, in order to simplify the description, in the 

ss following description, the electronic watermarking infor- 
mation represents "Copy Once", "No More Copy", "Nev- 
er Copy" and "Copy Free". 
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(Set Top Box] 

[0086] FIG. 6 is a block diagram showing a constitu- 
tional example of the set top box to be used in the 
present embodiment. The set top box receives a digital s 
broadcasting which is broadcasted via the information 
signal output device described with reference to FIG. 1, 
and.forms a signal to be supplied to the monitor image 
receiver, the recording device and the like so as to out- 
put the signal. io 
[0087] As shown in FIG. 6, the set top box in the 
present embodiment comprises a channel select sec- 
tion 41 , a descramble section 42, a demultiplex section 
43, a video data decode section 44, a D/A converting 
circuit 45, a CGMS-A superposing section 46, an output 15 
terminal 46a for an analog image signal, a CGMA-D de- 
code section 47, an electronic watermarking information 
decode section (hereinafter, referred to as WM decode 
section) 48, an encryption section 49, an IEEE1394 bus 
interface 50, an output terminal 50d for a digital image 20 
signal, and a control section 40. 
[0088] As shown in FIG. 6, when a channel select con- 
trol signal according to a channel select operation by a 
user is supplied from the control section 40 to the chan- 
nel select section 41, a signal of the channel selected 2s 
in the channel select section 41 is supplied to the de- 
scramble section 42 so as to undergo a descramble 
process for descrambling the scramble applied to a 
broadcasting signal. The descrambled channel signal is 
supplied to the demultiplex section 43. In the demulti- 30 
ptex sectbn 43, since the output signal from the channel 
select section 41 includes a plurality of broadcasting 
programs, data of the broadcasting program according 
to the broadcasting program select operation by the us- 
er from the control section 40 are extracted. ss 
[0089] Video data Di of the broadcasting program 
from the demultiplex section 43 are MPEG compressed. 
For this reason, in order to supply to a display monitor 
device, for example, the data Di from the demultiplex 
section 43 are supplied to the video data decode section *o 
44 and MPEG decoded and expanded to be decoded. 
The MPEG decoded data are converted into an analog 
signal by the D/A converter 45 so as to be supplied to 
the CGMS-A superposing section 46. 
[0090] The CGMS-A superposing section 46 super- *s 
poses CGMS-A information on a predetermined hori- 
zontal interval of a vertical blanking period of the analog 
image signal based on the information from the control 
sectbn 40. In this case, the control section 40 sets 
CGMS-A information which is superposed on the analog so 
image signal to be outputted based on CGMS-D infor- 
mation from the CGMS-D decode section 47, and the 
copy control information from the WM decode section 
48 mentioned later, and supplies the CGMS-A informa- 
tion to the CGMS-A superposing section 46 so as to su- ss 
perpose the same on the analog image signal. 
[0091] The analog image signal, on which the CGMS- 
A information was superposed by the CGMS-A super- 


posing section 46, is supplied to the display monitor de- 
vice, for example, via the analog output terminal 46a. 
[0092] In the present embodiment, the MPEG com- 
pressed video data Di from the demultiplex section 43 
become a digital output via an interface bus of 
IEEE 1394 standard. 

[0093] In the interface of I EEE 1 394 standard, in order 
to prevent an illegal copy, transmission digital informa- 
tion undergoes encryption, but verification is made as 
to whether or not an output destination is a compliant 
device, and CGMS-D information added to the image 
signal as copy control information and copy control in- 
formation which is spectrum spread and is superposed 
as electronic watermarking Information on the image 
signal are verified. Then, a determination is made ac- 
cording to the verified results as to whether or not a key 
for descrambling the encryption is transmitted to the out- 
put destination. 

[0094] The above communication control system is 
called as an IE EE 1 394 secure bus, and thus the digital 
interface is designed to effectively prevent the illegal 
copy. 

[0095] The output data Di of the demultiplex section 
43 are supplied to the CGMS-D decode section 47 and 
the WM decode section 48 so that the CGMS-D infor- 
mation or electronic watermarking information WM add- 
ed to or superposed on the broadcasting program data 
is extracted. 

[0096] The CGMS-D information is extracted as infor- 
mation of 2 bits in a specified position separated from 
the video data, and the information of 2 bits is supplied 
to the control section 40. 

[0097] In the present embodiment, the electronic wa- 
termarking information WM is superposed as a spec- 
trum spread signal on the image signal as an information 
signal. Namely, as mentioned above, in this example, a 
PN code to be used as a spread code is generated with 
a sufficiently early period, and it is multiplied by the copy 
control information as additional information so that the 
copy control information is spectrum spread. As a result, 
the copy control information with a narrow bandwidth 
and a high level is converted into a signal with a wide 
bandwidth and a low level which does not influence the 
image signal. Then, the spectrum spread copy control 
information is superposed on the video data so as to be 
transmitted. 

[0098] The WM decode section 48, which extracts 
and discriminates the electronic watermarking informa- 
tion WM (SS copy control information) superposed in 
such a manner, can be constituted as shown in FIG. 7. 
Namely, as shown in FIG. 4, the video data Di from the 
demultiplex section 43 are supplied to an inverse spread 
section 484 and also to a synchronization detecting sec- 
tion 481 . The synchronization detecting section 481 de- 
tects the vertical synchronization timing signal Vand the 
horizontal timing signal H, and supplies the detected 
output to a timing signal generating section 482. 
[0099] The timing signal generating section 482 is 
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constituted similarly to the timing signal generating sec- 
tion 32 of the above-mentioned information signal out- 
put device, and generates a rest signal RE, an enable 
signal EN, a clock signal PNC IK and another timing sig- 
nals based on the supplied vertical synchronization tim- s 
ing signal V and the horizontal synchronization timing 
signal H. To this end, the timing signal generating sec- 
tion 482 of the set top box is constituted similarly to the 
timing signal generating section 32 shown in FIG. 2, and 
thus the description thereof will be given by using the 10 
same reference numerals. 

[0100] The PN generation timing signal generating 
section 321 generates the reset signal RE as shown in 
FIG. 8(C) by using the vertical synchronization timing 
signal V (see FIG. 8(A)) and the horizontal synchroni- is 
zation timing signal H (see FIG. 8(B)) as reference sig- 
nals. The reset signal RE is a signal of 1/2 frame period 
similarly to the reset RE used in the above-mentioned 
information signal output device. 

[0101] Moreover, the PN gene rat ton timing signal so 
generating section 321 generates the enable signal EN 
by using the vertical synchronization timing signal (see 
FIG. 8(A)) and the horizontal synchronization timing sig- 
nal H (see FIG. 8(B)) as reference signals. In this exam- 
ple, the enable signal EN is generated as a signal for 25 
generating a PN code from a PN generating section 483 
in each frame (see FIG. 8(D)). Namely, as shown in FIG. 
8(D), the enable signal EN is a low active signal, and in 
the set top box, it becomes a low level signal in any 
frame. 30 
[0102] The PN clock generating section 322 gener- 
ates a PN clock PNCLK (see FIG. 8(E)) which is syn- 
chronized with the horizontal synchronization timing sig- 
nal H by using a PLL. Moreover, the timing signal gen- 
erating section 323 generates various timing signals to 35 
be used in the information signal output device shown 
in FIG. 1 based on the vertical synchronization timing 
signal V and the horizontal synchronization timing signal 
H. 

[01 03] The reset signal RE, the enable signal EN and 40 
the PN clock signal PNCLK, which were generated in 
the timing signal generating section 482, are supplied 
to the PN generating section 483. 
[0104] The PN generating section 483 is constituted 
in the manner similar to the PN code generating section 45 
32 of the above-mentioned information signal output de- 
vice. The PN generating sect ton 483 generates a PN 
code string PS (invert spread-use PN code string), 
which is the same as that obtained by spectrum spread- 
ing the copy control information, at every 1/2 frame ac- so 
cording to the reset signal RE, the enable signal EN and 
the clock signal PNCLK at the timing same with respect 
to the image signal. 

[0105] Namely, the PN generating section 483 is reset 
by the reset signal RE at a 1/2 frame period in this ex- ss 
ample, and only when being in a PN code generation 
possible state (enable state) by the enable signal EN, 
the PN generating section 483 generates the PN code 


string PS according to the clock signal PNCLK. As a re- 
sult, the PN code string PS of a predetermined code pat- 
tern is generated at every 1/2 frame starting from its 
head. 

[01 06] As a result, as shown in FIG. 8(F), the PN gen- 
erating section 483 of the set top box generates the PN 
code string PS which is repeated at every 1/2 frame. 
Namely, the PN generating section 483 generates the 
PN code string PS in the first area on the first half portion 
and in the second area on the latter half portion of each 
frame of the image signal. The PN code string PS from 
the PN generating section 483 obtained in such a man- 
ner is supplied to the inverse spread section 484. 
[01 07] In the inverse spread section 484, the PN code 
string PS from the PN generating section 483 is inverse- 
ly spread by using the same as an inverse spread-use 
spread code, and a copy control information string FS 
which is spectrum spread and is superposed on an im- 
age signal is obtained. The copy control information 
string FS is supplied to a WM judging section 485 so as 
to be judged as to its copy control state. The judged out- 
put is supplied to the control section 40. 
[0108] Here, in this set top box, as mentioned above, 
the PN code string PS is generated in both the first area 
and the second area of each frame of the image signal 
in each frame of the image signal, and it is inversely 
spread so that spectrum spread signals are detected 
from both the first area and the second area of each 
frame of the image signal. 

[0109] As a result, the control section 40 can securely 
judge as to whether the image signal can be copied or 
is forbidden to be copied based on the spectrum spread 
signal, which was spectrum spread and superposed on 
the first area and the spectrum spread signal, which was 
spectrum spread and superposed on the second area, 
for example. 

[0110] For example, when the spectrum spread signal 
"Copy Once" is superposed on the first area of each 
frame of an image signal and the spectrum spread sig- 
nal is not superposed on the second area, the image 
signal is judged as a signal of "Copy Once". 
[0111] In addition, when the spectrum spread signal 
representing "Copy Once' is superposed on the first ar- 
ea of each frame of an image signal and the spectrum 
spread signal representing "No More Copy" is super- 
posed on the second area, the image signal can be 
judged as a signal of "No More Copy". 
[0112] In addition, when the spectrum spread signal 
representing "Copy Once" is superposed on the first ar- 
ea of each frame of an image signal and the copy control 
information of "Copy Once", 'Copy Free" or "Never 
Copy" as the spectrum spread signal, which is not orig- 
inally pared with the signal of "Copy Once", is super- 
posed on the second area, the image signal is judged 
as not a normal image signal, and the process therein- 
after can be stopped, for example. 
[011 3] Furthermore, the output data of the demultiplex 
section 43 are supplied to the encryption section 49, and 


10 


19 


EP 1 003 167 A2 


20 


compressed video data are encrypted by control of the 
control section 40 based on cipher keys different from 
each other at every communication. The encryption da- 
ta from the encryption section 49 are supplied to an elec- 
tronic equipment as an output destination via the 
IEEE 1394 interface 50 and via the output terminal 50d. 
Th e I E E E 1 394 in te rf ace 50 conve rts the data so that the 
data conform to the IEEE 1394 interface standard and 
outputs the converted data. 

[0114] At this time, the control section 40 communi- 
cates with the equipment as the output destination via 
the IEEE 1394 interlace 49, and a judgment is made as 
to whether or not the equipment as the output destina- 
tion is the compliant device, and if the compliant device, 
a judgment is made as to whether or not it is a recording 
device. 

[0115] The control section 40 determines as to wheth- 
er or not the cipher key information for releasing the en- 
cryption in the encryption section 49 is transmitted to the 
output destination based on the judged outputs of the 
copy control information from the CGMS-D decode sec- 
tion 47 and the WM decode section 48 and judged in- 
formation of the equipment of output destination via the 
IEEE 1394 interface 50. 

[0116] When the output destination is the non-compli- 
ant device, for example, the cipher key information is 
not transmitted to the device of output destination. More- 
over, in the case where the output destination is the 
compliant device and it is a recording device, when the 
CGMS-D information is [11] or an image signal is judged 
as being "Never Copy" or "No More Copy' based on 
copy control information which is spectrum spread and 
is superposed on the first area and the second area of 
the image signal, the cipher key information is not trans- 
mitted to the device of output destination. 
[0117] The set top box of the present embodiment re- 
ceives a digital broadcasting signal on which electronic 
watermarking information as copy control information 
was superposed and CGMS-D information as another 
copy control information was added to be broadcasted, 
and as mentioned above execute necessary processes 
such as the descramble process (decipher process), the 
process for expanding the compressed digital image 
signal and the like so as to form and output an analog 
image signal to be supplied to the monitor image receiv- 
er and a digital image signal to be outputted via the dig- 
ital interface. 

[0118] In this case, electronic watermarking informa- 
tion and CGMS-A information are superposed on and 
added to the analog image signal to be supplied to the 
monitor image receiver or the like. Moreover, electronic 
watermarking information is superposed on and CGMS- 
D information is added to the digital image signal to be 
outputted via the IE EE 1394 interface 50. 
[0119] In the compliant recording device which re- 
ceives the analog image signal or digital image signal 
from the set top box and records the received signal onto 
a RAM disk, copy of the image signal is controlled by 


using the electronic watermarking information and the 
CGMS information. 

[0120] In the present embodiment, the encryption 
process is effected on information signal such as the 

s digital image signal outputted from the information sig- 
nal output device and the digital image signal outputted 
from the set top box and the like which is to be supplied 
to the recording device. As a result, since the copy is 
controlled based on the electronic watermarking infor- 

10 matron and the CGMS information and also the repro- 
duction of the information signal can be limited by en- 
cryption, the copyright of information signal can be pro- 
tected firmly. 

is [Compliant Recording Device] 

[01 21] There will be described belowthe compliant re- 
cording device. FIG. 9 is a block diagram of a constitu- 
tional example of the compliant recording device. The 

20 compliant recording device receives the image signal 
outputted from the set top box described in connection 
with FIG. 6 and can record it onto the DVD 100. 
[0122] As shown In FIG. 9, the compliant recording 
device includes a digital input terminal 61 d for the 

25 IEEE1394 interface and an analog input terminal 61a. 
The digital input terminal 61 d is connected with an 
IEEE1394 interface 62. The IEEE1394 interface 62 
brings data, which were converted conforming to the 
IEEE1394 bus interface standard, into their original 

30 form. 

[0123] The data from the IEEE 1394 interface 62 are 
supplied to a decipher section 63. As mentioned above, 
when the equipment connected to the digital input ter- 
minal 61 d judged that an information signal can be cop- 
as ied, cipher key information for decipher is transmitted 
from the equipment. When the cipher key information is 
obtained, the decipher section 63 deciphers the data 
from the IEEE1394 interface 62 so as to be capable of 
restoring the compressed video data. The restored com- 
40 pressed video data are supplied to a selector 64. 
[0124] In addition, video information inputted via the 
analog input terminal 61a is supplied to a compression 
encode section 66 via an analog interface 65 so as to 
be MPEG compressed and then is supplied to the se- 
45 lector 64. 

[0125] The selector 64 selects any one of the data 
from the decipher section 63 or the data from the encode 
section 66 based on a selector control signal according 
to the input by a user and outputs the selected data. 
&> [0126] The output data of the selector 64 are supplied 
to a recording control section 7 1 via a CGMS-D rewriting 
section 67 and a electronic watermarking information 
WM rewriting section 68. The output data of the selector 
64 are supplied also to a CGMS-D decode section 69 
55 and a WM decode section 70, and their CGMS informa- 
tion and electronic watermarking information are ex- 
tracted and discriminated in the similar manner to that 
in the CGMS-D decode section 47 and the WM decode 
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section 48 of the set top box mentioned before. Then, 
the discriminated outputs of the CGMS-D information 
and the electronic watermarking information are sup- 
plied to a control section 60. 

[01 27] The control section 60 judges as to whether or 
not the input information can be recorded (copied) 
based on the discriminated outputs ol the CGMS-D in- 
formation and the electronic watermarking information. 
When the judgment is made that the input information 
can be recorded (copied), a judgment is made as to 
whether or not it is necessary to rewrite the CGMS-D 
information and the electronic watermarking information 
for copy control. 

[01 28] When the judgment is made that the recording 
is forbidden, the control section 60 controls the record- 
ing control section 71 so that the recording is not exe- 
cuted. 

[0129] In addition, when the judgment is made that re- 
cording is possible or one copy is possible, the control 
section 60 controls the recording control section 71 so 
as to execute the recording. The recorded data are sub- 
jected to a specific scramble by a scramble section 72 
and are recorded onto the RAM disk 100. Moreover, 
when the judgment is made that one copy is possible, 
the CGMS information and the electronic watermarking 
information are rewritten respectively by the rewriting 
sections 67 and 68. 

[0130] In this case, since the CGMS information is 2 
bit data in a specified position in a data stream from the 
decipher section 63, the CGMS rewriting section 67 ex- 
tracts the 2 bit data and rewrites the CGMS information 
from [10] state into [11] state. 
[0131] Meanwhile, as mentioned above, the electron- 
ic watermarking information WM rewriting section 68 us- 
es spectrum spread so that a new spectrum spread sig- 
nal is superposed. FIG. 10 shows a constitutional ex- 
ample of the electronic watermarking information WM 
rewriting section 68 in this case. This constitution is ap- 
proximately similar to the WM forming section 3 of the 
information signal output device shown in FIG. 1 except 
a phase shifter 682. 

[0132] Namely, a synchronization detecting section 
681 , a timing signal generating section 683, a PN gen- 
erating section 684, a copy control information generat- 
ing section 685, an SS spread section 686 and a level 
adjusting section 687 shown in FIG. 10 correspond re- 
spectively to the synchronization detecting section 31 , 
the timing signal generating section 32, the PN gener- 
ating section 33, the copy control information generating 
section 34, the SS spread section 35 and the level ad- 
justing section 36, and they have the same constitu- 
tions. Moreover, a WM superposing section 688 is con- 
stituted similarly to the WM superposing section 2 
shown in FIG. 1 . 

[0133] In the information signal recording device of 
the present embodiment, the phase shifter 682 provided 
between the synchronization detecting section 681 and 
the timing signal generating section 683 shifts phases 


of a vertical synchronization timing signal V and a hori- 
zontal synchronization timing signal H detected in the 
synchronization detecting section 681 by a 1/2 frame 
amount so that a signal VR and a signal HR are formed. 
s [01 34] Namely, as for the vertical synchronization tim- 
ing signal V (see FIG. 11 (A)) detected by the synchro- 
nization detecting section 681 , its phase is shifted by the 
1/2 frame amount by the phase shifter 682 as shown in 
FIG. 11(B) so that the signal VR is formed. Moreover, in 

io this example, the phase of the horizontal synchroniza- 
tion timing signal H is also shifted by the 1/2 frame 
amount similarly to the vertical synchronization timing 
signal V so that the signal HR is formed. 
[0135] The timing signal generating section 683 uses 

1$ the signal VR and the signal HR, which were formed by 
shifting the phases of the vertical synchronization timing 
signal V and the horizontal synchronization timing signal 
H by the 1/2 frame amount, as reference signals and 
generates a rest signal RE, an enable signal EN, a clock 

20 signal PNCLK and another timing signals in the similar 
manner to the timing signal generating section 32 of the 
information signal output device and the timing signal 
generating section 482 of the set top box. 
[0136] Namely, the timing signal generating section 

25 683 is constituted similarly to the timing signal generat- 
ing section 32 of the above-mentioned information sig- 
nal output device. For this reason, the timing signal gen- 
erating section 683 of the compliant recording device is 
regarded as having the same constitution as that of the 

30 timing signal generating section 32 shown in FIG. 2, and 
thus the description thereof will be given by using the 
same reference numerals. 

[0137] The PN generation timing signal generating 
section 321 generates a reset signal RE of 1/2 frame 

35 period as shown in FIG. 11(D) by using the signal VR 
(see FIG. 1 1 (B)), which was formed by shifting the ver- 
tical synchronization timing signals V (see FIG. 11(A)) 
by the 1/2 frame, and the signal HR (see FIG. 11(C)), 
which was formed by shifting the horizontal synch roni- 

*o zation timing signals H by the 1/2 frame similar to the 
vertical synchronization signal V, as reference signals. 
[0138] Further, the PN generation t|ming signal gen- 
erating section 321 generates an enable signal EN by 
using the signal VH (see FIG. 11(B)) and the signal HR 

45 (see FIG. 11(C)) as reference signals. In this example, 
the enable signal EN is generated as a signal for gen- 
erating a PN code from the PN generating section 684 
at every other 1/2 frame (see FIG. 11(E)). Namely, as 
shown in FIG. 11(E), the enable signal EN is a signal 

so where a low-level signal interval and a high-level signal 
interval are repeated alternatively at every 1/2 frame. 
The enable signal EN is tow active. 
[0139] The PN clock generating section 322 gener- 
ates a PN clock PNCLK (see FIG. 11(F)) which is syn- 

55 chronized with the signal HR by using a PLL Moreover, 
the timing signal generating section 323 generates var- 
ious timing signals to be used in the information signal 
output device in FIG. 1 based on the signals VR and the 
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signal HR. 

[01 40] The reset signal RE, the enable signal EN and 
the PN clock signal PNCLK, which were generated in 
the timing signal generating section 683, are supplied 
to the PN generating section 684. 
[0141] The PN generating section 684 is constituted 
similarly to the PN code generating section 32 of the in- 
formation signal output device. The PN generating sec- 
tion 684 generates a PN code string PS for spectrum 
spreading copy control information in the second area 
in the latter half portion of each frame of an image signal 
according to the reset signal RE, the enable signal EN 
and the clock signal PNCLK. 
[01 42] Namely, the PN generating section 684 is reset 
with a 1/2 frame period by the reset signal RE in this 
example. Only when being brought into a PN code gen- 
eration possible state (enable state) by the enable signal 
EN, the PN generating section 684 generates the PN 
code string PS according to the clock signal PNCLK. 
[0143] As a result, the PN generating section 684 of 
the compliant recording device generates the PN code 
string PS with the 1/2 frame period in the second area 
of each frame of an image signal as shown in FIG. 11 
(G). The PN code string PS, which was obtained by the 
PN generating section 684 in such a manner, is supplied 
to the SS spread section 686. 
[0144] Meanwhile, the copy control information gen- 
erating section 685 generates copy control information, 
which is additional information to be newly superposed 
on an image signal recorded onto the RAM disk 100, 
based on the clock PNCLK at the timing of the enable 
signal EN from the timing signal generating section 683, 
and outputs the copy control information based on the 
clock PNCLK so as to supply it to the SS spread section 
686. Namely, the copy control information generating 
section 685 forms a copy control information string FS 
at the timing same as that of the PN code string PS so 
as to supply the copy control information string to the 
SS spread section 686. 

[0145] In the case where an image signal to be re- 
corded onto the RAM disk 100 can be copied once, the 
copy control information generating section 685 gener- 
ates copy control information representing "No More 
Copy" state based on the control signal from the control 
section 60. Therefore, the copy control information gen- 
erating section 685 generates copy control information 
representing "No More Copy" state. 
[0146] The SS spread section 686 spectrum spreads 
the copy control information string FS from the copy con- 
trol information generating section 685 by using the PN 
code string PS from the PN generating section 684 so 
as to form a spectrum spread signal. 
[0147] As mentioned with reference to FIG. 1 1 , the PN 
code string PS and the copy control information string 
FS are generated in the second area or the latter half 
portion of each frame of the image signal based on the 
timing signal from the timing signal generating section 
683. 


[0148] The spectrum spread signal from the SS 
spread section 636 is supplied to the WM superposing 
section 688 via the level adjusting section 687. The level 
adjusting section 687 adjusts a superposing level so that 

s a reproduced image is not deteriorated due to super- 
posing of the spectrum spread signal. 
[0149] The spectrum spread signal whose level was 
adjusted is superposed on the second area of each 
frame of the image signal by the WM superposing sec- 

10 tion688. 

[0150] As a result, as shown in FIG. 12A, the spec- 
trum spread signal representing "Copy Once" is super- 
posed on a first area FLU of each frame FL of the image 
signal supplied to the compliant recording device. When 

is the spectrum spread signal is not superposed on a sec- 
ond area FLD, the image signal is judged as being a 
signal which can be copied once. 
[0151] As shown in FIG. 12B, the spectrum spread 
signal representing "No More Copy" is superposed on 

20 the second area FLD of each frame FL as mentioned 
above, and the spectrum spread signal representing 
•Copy once" is superposed on the first area FLU. The 
image signal where the spectrum spread signal repre- 
senting 'No More Copy" was superposed on the second 

25 area FLD is recorded on the RAM disk 100. 

[0152] As mentioned above, in the case where the 
spectrum spread signal representing "Copy Once" is su- 
perposed on the first area FLU of each frame FL of the 
image signal and the image signal which can be copied 

30 once is recorded onto the RAM disk, the spectrum 
spread signal representing "No More Copy" is super- 
posed on the second area FLD. 
[0153] In this case, the spectrum spread signal repre- 
senting "Copy Once" and the spectrum spread signal 

35 representing "No More Copy" are not superposed on the 
same area of the image signal. For this reason, even if 
the spectrum spread signal representing "Copy Once" 
as well as the spectrum spread signal "No More Copy" 
is superposed on the same image signal, deterioration 

40 of the reproduced image due to the superposing of the 
spectrum spread signal can be prevented. 
[01 54] As mentioned as to the WM decode 48 of the 
set top box, when both the spectrum spread signal su- 
perposed on the first area FLU of each frame FLof the 

45 image signal and the spectrum spread signal super- 
posed on the second area FLD are detected, a judgment 
positively is made as to whether the image signal can 
be copied or cannot be copied, and the copy control and 
the copy generation limit control can be made suitably. 

so 

[Modified Example 1] 

[01 55] In the above-mentioned embodiment, in the re- 
cording device of the compliant and set top box, a judg- 
5S ment is made as to whether or not an image signal can 
be recorded based on the spectrum spread signals 
which are superposed respectively on the first area FLU 
and the second area FLD of each frame FL of the sup- 
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plied image signal. 

[0156] However, as mentioned below, by monitoring 
only the spectrum spread signal on the second area, the 
judgment is made accurately as to whether or not the 
supplied image signal can be copied, and reproduction 
control and recording control can be made. 
[0157] In the above-mentioned embodiment, in the in- 
formation signal output device shown in FIG. 1 , even if 
an image signal to be outputted is prevented from being 
copied from the beginning, can be copied freely or can 
be copied once, the copy control information represent- 
ing its copy control is spectrum spread and is super- 
posed on the first frame FLU of each frame FL of the 
image signal, and the spectrum spread signal is not su- 
perposed on the second area FLD. 
[0158] Therefore, in this example, in the case where 
the image signal to be outputted is prevented from being 
copied from the beginning and can be copied freely, the 
spectrum spread signals representing the same copy 
control state are superposed respectively on the first ar- 
ea FLU and the second area FLD of each frame of the 
image signal. 

[01 59] Namely, in the case where the image signal to 
be outputted is prevented from being copied from the 
beginning, as shown in FIG. 13A, the spectrum spread 
signal representing "Never Copy" is superposed on both 
the first area FLU and the second area FLD of each 
frame of the image signal. 

[01 60] In addition, in the case where the image signal 
to be outputted can be coped freely, as shown in FIG. 
13B, the spectrum spread signal representing "Copy 
Free" is superposed on both the first area FLU and the 
second area FLD of each frame of the image signal. 
[0161] By the way, in the case where the image signal 
to be outputted can be copied once, as shown in FIG. 
4A, the spectrum spread signal representing "Copy 
Once' is superposed only on the first area FLU of each 
frame of the image signal. 

[0162] In the case where the image signal can be cop- 
ied once and it is recorded on the RAM disk, in the re- 
cording device of the compliant, the spectrum spread 
signal representing "No More Copy" is superposed on 
the second area FLD of each frame of the image signal 
as mentioned above. 

[01 63] Therefore, when the spectrum spread signal is 
not superposed on the second area of each frame FL of 
the image signal, the image signal can be copied once. 
In the case where the spectrum spread signal represent- 
ing "No More Copy" is superposed on the second area, 
the image signal can be judged as an image signal 
which is prevented from being copied further. 
[0164] In addition, in the case where the spectrum 
spread signal representing "Never Copy" is superposed 
on the second area FLD of each frame FL of the image 
signal, the image signal is prevented from being copied 
from the beginning. In the case where the spectrum 
spread signal representing "Copy Free' is superposed 
on the second area FLD of each frame FL of the image 


signal, the image signal can be judged as an image sig- 
nal which can be copied f reefy. 
[0165] As described above, in the case of the image 
signal which is forbidden to be copied from the begin- 
5 ning, the spectrum spread signal representing "Never 
Copy" is superposed also on the second area FLD of 
each frame FL. In the case of the image signal which 
can be copied freely, the spectrum spread signal repre- 
senting "Copy Free" is superposed also on the second 
10 area FLD of each frame FL As a result, by monitoring 
only the second area of each frame of the image signal, 
a judgment is made accurately as to whether the image 
signal is forbidden to be copied or can be copied, and 
thus suitable reproduction control and recording control 

'5 can be carried out. 

[01 66] In both the recording devices of the compliant 
and the set top box, the judgment can be made by mon- 
itoring only the second area as to the copy control state 
of the image signal. 

20 [0167] Mere, in the case where the spectrum spread 
signal is superposed on both the first area FLU and the 
second area FLD of each frame of the image signal, as 
shown in FIG. 8, for example, the reset signal RE ol 1/2 
frame period, the enable signal EN which brings the PN 

25 generating section and the copy control information 
generating section into the operable state in each frame, 
and the clock signal PNCLK are generated based on the 
vertical synchronization timing signal Vand the horizon- 
tal synchronization timing signal H. 

30 [01 68] Then, the same copy control information string 
FS and the same PN code string PS are generated in 
the first area and the second area of each frame by using 
the timing signals, and the strings are multiplied so that 
the spectrum spread signal is formed and is superposed 

35 on the image signal. 

[0169] FIG. 8 explains the timing signal used in a case 
where a spectrum spread signal, which is superposed 
on the first area FLU and the second area FLD of each 
frame FL of the image signal, is detected. By using the 

40 same timing signal shown in FIG. 8, a spectrum spread 
signal representing the same copy control state can be 
generated and superposed on the first area FLU and the 
second area FLD of each frame FL of the image signal. 
[0170] In addition, in the case where the spectrum 

45 spread signal is detected only from the second area of 
each frame of the image signal, the PN code string PS 
is generated only in the second area of each frame FL 
by using the reset signal RE, the enable signal EN and 
the clock signal PNCLK shown in FIG. 11, and the PN 

so code string PS is used as the spread code for inverse 
spread so as to be spread inversely. As a result, copy 
control information which is spectrum spread and is su- 
perposed on the second area FLD of each frame FL of 
the image signal can be detected. 

55 

[Modified Example 2] 

[0171] In addition, in the above-mentioned set top 
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box, in the case where a digital image signal is outputted 
via the IEEE 1394 digital interface 50, when the output 
destination is the recording device of the compliant, an 
image signal which can be copied once or an image sig- 
nal which can be copied freely is outputted only. s 
[0172] Namely, in the case of an image signal which 
is forbidden to be copied from the beginning or an image 
signal which has been already copied once and in which 
the spectrum spread signal representing "No More 
Copy" is superposed on the second area FLD of each to 
frame FL, the set top box does not output the digital im- 
age signal to the recording device of the compliant. 
[0173] Therefore, in this case, in the compliant record- 
ing device, in the case where the digital image signal 
which is outputted via the digital interface 50 of the set is 
top box is recorded onto the RAM disk 1 00, only by mon- 
itoring the first area FLU of each frame of the image sig- 
nal, the copy control of the image signal can be made 
suitably. 

[0174] Namely, in the case where the spectrum so 
spread signal representing "Copy Once' is superposed 
on the first area of each frame FL of a supplied image 
signal, a judgment is made that the image signal can be 
copied once. This is because even if the image signal 
can be copied once, the image signal, which has been 2S 
already copied once and in which the spectrum spread 
signal representing "No More Copy' is superposed on 
the second area of each frame FL, is not supplied from 
the set top box. 

[0175] In this case, as described with reference to 30 
FIGS. 9 and 10, the compliant recording device super- 
poses the spectrum spread signal representing 'No 
More Copy' on the second area of each frame FLof the 
image signal, and records the image signal onto the 
RAM disk 100. 35 
[0176] In addition, in the case where the spectrum 
spread signal representing "Copy Free' was super- 
posed on the first area of each frame FL of the supplied 
image signal, the image signal is judged as a signal 
which can be copied freely, and the image signal is re- <o 
corded onto the RAM disk 100. 
[0177] In the compliant recording device which re- 
ceives an image signal via the IEEE 1394 digital inter- 
face, as for a digital image signal supplied via the digital 
interface, the copy control of the supplied image signal 4 $ 
can be made by monitoring only the spectrum spread 
signal on the first area of each frame FL 
[0178] In the aforementioned embodiment, digital 
broadcasting broadcasted via the information signal 
output device ( broadcasting device) is received by the so 
set top box, and an image signal from the set top box is 
recorded by the recording device. However, the supply 
of an information signal is not limited to broadcasting 
media. For example, embodiments of the invention can 
be applied to a case that an information signal such as 55 
an image signal or the like is supplied via a disk medium 
such as a ROM disk or the like. 
[0179] Namely, the information signal output device 


can be applied to a so-called authoring device for re- 
cording an information signal such as an image signal 
or the like onto a recording medium. Namely, the output 
processing section 8 of the information signal output de- 
vice as a broadcasting device shown in FIG. 1 is re- 
placed by a recording processing section for forming an 
image signal to be recorded onto a recording medium 
from a supplied image signal so as to record it onto the 
recording medium so that so-called the authoring device 
can be constituted. 

[0180] In addition, the information signal output can 
be applied also to a reproducing device for reproducing 
an information signal as an image signal or the like re- 
corded on a recording medium so as to output it. Name- 
ly, in the set top box shown in FIG. 6, instead of the chan- 
nel select section 41 and the demultiplex section 43, a 
reading section for reading the information signal from 
the recording medium is provided so that the information 
signal reproducing device can be constituted. 
[0181] In the reproducing device for reading the im- 
age signal from the recording medium so as to repro- 
duce it and the like, a disk on which the image signal is 
recorded is a RAM disk, and the spectrum spread signal 
representing "Copy Once" state is superposed on the 
first area FLU of each frame of the image signal record- 
ed on the RAM disk. Even in the case where a spectrum 
spread signal is not superposed on the second area 
FLD, when the recording medium on which the image 
signal is recorded is a RAM disk, a judgment is made 
that the image signal is copied once onto the RAM disk, 
and thus reproduction and output can be stopped. 
[0182] Namely, a media type of a recording medium 
recorded onto a header of the recording medium and an 
TOC (table of contents), namely, a read-only recording 
medium, a rewritable recording medium and the like are 
taken into consideration so that reproduction and output 
can be limited. 

[0183] In addition, the information signal output de- 
vice can be applied also to a information processing de- 
vice such as a personal computer having a communica- 
tion function which is capable of transmitting and receiv- 
ing data via communication media such as internet or 
the like. 

[0184] In the aforementioned embodiment, the first 
half portion (first 1/2 frame) of each frame of an image 
signal is determined as the first area and a latter half 
portion (latter 1/2 frame) is determined as the second 
area, and the first area and the second area are provid- 
ed in a spatial direction of the image signal. However, 
embodiments of the present invention are not limited to 
this. For example, one frame is divided into a plurality 
of areas, and the first area and the second area are pro- 
vided in separated areas. 

[0165] In addition, one field is divided into two so that 
the first area and the second area are set, or one field 
is divided into a plurality of areas so that the first area 
and the second area can be provided in separated are- 
as. 
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[0186] In addition, as shown in FIG. 14, the first area 
FLU and the second area FLD are not provided in one 
frame, and the first half portion of the plural frames is 
set as a first area ARU and the latter half portion of the 
plural frames is set as a second area ARD so that the s 
first area ARU onto which the spectrum spread signal is 
superposed and the second area ARD may be provided 
in a spatial direction of an image signal. 
[0187] In addition, as shown in FIG. 15, the first frame 
is set as the first area and the next frame is set as the 10 
second area so that the first area and the second area 
can be provided in a time direction. 
[01 88] In addition, needless to say, the first area and 
the second area may be provided in separate positions 
at every other 1 frame or at every several plural frames. '5 
[0189] The first area and the second area can be 
formed and set so that the reset signal and enable signal 
EN generated in the timing signal generating section 
agree with the objective areas. 

[0190] In addition, the aforementioned embodiment so 
described that the spectrum spread signal superposed 
on the first area FLU of the image signal and the spec- 
trum spread signal superposed on the second area FLD 
are formed by using the same PN code string, but the 
embodiments of the present invention are not limited to 2S 
this. 

[01 91] Spectrum spread signals, which are formed by 
spectrum spread using different PN code strings, can 
be superposed respectively on the first area and the 
second area of an image signal. 30 
[0192] In addition, the aforementioned embodiment 
described that the information signal is an image signal, 
but the information signal is not limited to the image sig- 
nal. Embodiments of the present invention can be ap- 
plied to various information signals such as a sound sig- 35 
nal, computer data and the like. 
[01 93] In the case where the information signal is oth- 
er than an image signal, the first area and the second 
area may be set alternatively at a predetermined time 
on the basis of time, or the first area and the second 40 
area may be set alternatively at a predetermined data 
amount on the basis of a data amount of the information 
signal. 

[0194] In the case where the information signal is oth- 
er than an image signal, the vertical synchronization tim- *s 
ing signal and the horizontal synchronization timing sig- 
nal cannot be used tike an image signal. For this reason, 
electronic watermarking information for detecting elec- 
tronic watermarking information (electronic watermark- 
ing information for synchronization) is superposed be- 50 
tween the first area and the second area or on heads of 
the first and second areas, or a predetermined spectrum 
spread signal is superposed on heads or ends of the 
spectrum spread signal to be superposed on the first 
and second areas. As a result, the spectrum spread sig- ss 
nals superposed on the first and second areas can be 
detected. 

[0195] In addition, in the present embodiment, infor- 


mation signals supplied to the recording device, such as 
the digital signal outputted from the information signal 
output device, the digital image signal outputted from 
the set top box and the like, undergoes CSS system en- 
cryption process. However, the encryption process is 
not limited to the CSS system, and thus another encryp- 
tion processes using various systems can be used. 
[0196] In addition, copy information other than the 
electronic watermarking information is not limited to 
CGMS information (in the case of a digital signal, 
CDMS-D), and thus various copy control information 
which can control generation limit can be used. 
[0197] In addition, in the aforementioned embodi- 
ment, the PN code is used as the spread code, but the 
spread code is not limited to the PN code. Needless to 
say, the spectrum spread may be executed by using an- 
other spread code. 

[0198] In addition, a spread code such as the PN code 
string or the like can be superposed as the spectrum 
spread signal on the information signal such as the im- 
age signal by using a superposing/non-superposing 
pattern which is predetermined according to copy con- 
trol information or an inversion/non-inversion pattern. In 
this case, copy control contents can be transmitted by 
the superposing/non -superposing pattern or the inver- 
ston/non- inversion pattern of the spectrum superposed 
signal superposed on the information signal. 
[0199] In addition, the electronic watermarking infor- 
mation is not limited to the spectrum spread system ac- 
cording to the aforementioned embodiment. For exam- 
ple, additional information may be superposed on a dig- 
ital signal in a very bw level, or when data is com- 
pressed by using orthogonal transformation such as 
MPEG compression or the like, additional information of 
very bw level may be superposed on a component 
which was transformed into a frequency axis so as not 
to be noticed as a noise. 

[0200] In addition, the first additional information and 
the second additional information superposed as the 
electronic watermarking information on the image signal 
are not limited to the copy control information. For ex- 
ample, varbus information, such as copyright informa- 
tion, plural times limit information of copy, information 
about a supply source equipment on the first area or in- 
formation about a recording device which executed cop- 
ying, is superposed on the first and second areas and 
is used as electronic watermarking informatbn. 
[0201] In addition, the rewritable recording medium is 
not limited to a disk recording medium, but may be a 
semiconductor storage device. 
[0202] As mentioned above, different two pieces of in- 
formation are superposed on one informatbn signal, 
and they can be extracted respectively so that the infor- 
mation signal can be transmitted. Moreover, since the 
two different pieces of information are not superposed 
on one area of the informatbn signal, deterioration of 
the information signal, which is caused by superposing 
of additional information, cannot be made to be worse. 
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[0203] In addition, in preferred embodiments, a copy 
generation of an information signal can be limited suit- 
ably based on information before copy generation limit 
which is added to the first area of an information signal 
and information after copy generation limit which is add- 
ed to the second area. 

[0204] In addition, in one embodiment, the first area 
and the second area are determined in a time direction 
of the information signal, and the first additional infor- 
mation is superposed on the first area and the second 
additional information is superposed on the second area 
so that the information signal can be transmitted. 
[0205] In addition, in another embodiment, the first ar- 
ea and the second area are determined based on a data 
amount of an information signal, and the first additional 
information is superposed on the first area and the sec- 
ond additional information is superposed on the second 
area so that the information signal can be transmitted. 
[0206] In addition, in one embodiment, the first area 
and the second area are determined by using a frame 
of an image signal as a unit, and the first additional in- 
formation is superposed on the first area and the second 
additional information is superposed on the second area 
so that the image signal can be transmitted. 
[0207] In addition, in one embodiment, the first area 
and the second area are determined in a spatial direc- 
tion of an image signal, and the first additional informa- 
tion is superposed on the first area and the second ad- 
ditional information is superposed on the second area 
so that the image signal can be transmitted. 
[0208] In so far as the embodiments of the invention 
described above are implemented, at least in part, using 
software -control led data processing apparatus, it will be 
appreciated that a computer program providing such 
software control and a storage medium by which such 
a computer program is stored are envisaged as aspects 
of the present invention. 

[0209] Although particular embodiments have been 
described herein, it will be appreciated that the invention 
is not limited thereto and that many modifications and 
additions thereto may be made within the scope of the 
invention. For example, various combinations of the fea- 
tures of the following dependent claims can be made 
with the features of the independent claims without de- 
parting from the scope of the present invention. 

Claims 

1. A method of superposing second additional infor- 
mation on an information signal, comprising the 
steps of: 

a first step of generating first and second elec- 
tronic watermarking information corresponding 
to first and second additional information; and 
a step of superposing said first electronic wa- 
termarking information on a first area of an in- 


formation signal and superposing said second 
additional electronic watermarking information 
on a second area of said information signal. 

s 2. The additional information superposing method ac- 
cording to claim 1, wherein: 

the first additional information and the second 
additional information are information for limit- 
10 ing a copy generation of said information signal; 

and 

the first additional information represents a 
state before the copy generation is limited, and 
the second additional information represents a 
is state after the copy generation is limited. 

3. The additional information superposing method ac- 
cording to claim 1 or 2, wherein said first area and 
the second area are set as areas at every predeter- 

20 mined time length of said information signal. 

4. The additional information superposing method ac- 
cording to claim 1 or 2, wherein said first area and 
the second area are set as areas at every predeter- 

25 mined data amount of said informat bn signal. 

5. The additional information superposing method ac- 
cording to claim 1 or 2, wherein: 

30 said information signal is an image signal; and 

said first area and said second area are formed 
in a time direction by using a frame or field as 
a unit. 

35 6. The additional information superposing method ac- 
cording to claim 1 or 2, wherein : 

said information signal is an image signal; and 
said first area and said second area are formed 
40 separately within one frame or one field. 

7. An informat ton signal copy control method for an in- 
formation signal on which additional information is 
added, comprising steps of: 

45 

a step of detecting electronic watermarking in- 
formation superposed on a first area of an in- 
formation signal and corresponding to a first ad- 
ditional information; 

50 a step of judging whether or not second elec- 

tronic watermarking information corresponding 
to second additional information is superposed 
on a second area of the information signal 
based on detected electronic watermarking in- 

55 formation corresponding to said first additional 

information; and 

a step of superposing second electronic water- 
marking information on a second area of said 
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information signal based on a judged result. 

8. An information signal copy control method for an in- 
formation signal having first and second areas to 
which first and second additional information are re- s 
spectively added, comprising the steps of: 

a step of detecting electronic watermarking in- 
formation superposed on a second area of an 
information signal corresponding to a second io 
additional information; 

a step of judging whether or not first electronic 
watermarking information corresponding to a 
second information signal is superposed on a 
second area of said information signal based is 
on electronic watermarking information corre- 
sponding to said second additional information 
detected; and 

a step of superposing second electronic water- 
marking information on the second area of said 2° 
information signal again based on a judged re- 
sult. 

9. An information signal copy control method for an in- 
formation signal added with additional information, 2S 
comprising the steps of: 

a step of detecting electronic watermarking in- 
formation corresponding to first additional infor- 
mation superposed on a first area of an infor- 30 
mation signal and electronic watermarking in- 
formation corresponding to second additional 
information superposed on a second area of 
said information signal; and 
a step of controlling recording of said intorma- 35 
tbn signal based on the first and second elec- 
tronic watermarking information corresponding 
to said first and second additional information 
detected, and superposing electronic water- 
marking information corresponding to second 40 
additional information on said second area 
again. 

1 0. The information signal copy control method accord- 
ing to claim 7, 8 or 9, wherein: *s 

the first additional information and the second 
additional information are information for limit- 
ing a copy generation of said information signal; 
and so 
the first additional information represents a 
state before the copy generation is limited and 
the second additional information represents a 
state after the copy generation is limited. 

55 

1 1 . The information signal copy control method accord- 
ing to claim 7, 8 or 9, wherein said first area and 
said second area are set as areas at every prede- 


termined time length of said information signal. 

1 2. The information signal copy control method accord- 
ing to claim 7, 8 or 9, wherein said first area and 
said second area are set as areas at every prede- 
termined data amount of said information signal. 

1 3. The information signal copy control method accord- 
ing to claim 7, 8 or 9, wherein: 

said information signal is an image signal; and 
said first area and said second area are formed 
in a time direction by using a frame or field as 
unit. 

1 4. The information signal copy control method accord- 
ing to claim 7, 8 or 9, wherein: 

said information signal is an image signal; and 
said first area and said second area are formed 
separately within one frame or one field. 

15. An information signal output device for outputting 
an information signal which is divided into a first ar- 
ea and a second area and where first additional in- 
formation as electronic watermarking information is 
superposed on said first area and second additional 
information as electronic watermarking information 
is superposed on said second area, said informa- 
tion signal output device comprising: 

a second additional information detecting 
means for detecting the second additional in- 
formation superposed on said second area; 
and 

an output control means for controlling an out- 
put of said information signal based on a de- 
tected output from said second additional infor- 
mation detecting means. 

16. An information signal output device for outputting 
an information signal which is divided into a first ar- 
ea and a second area and where first additional in- 
formation as electronic watermarking information is 
superposed on said first area and second additional 
information as electronic watermarking information 
is superposed on said second area, said informa- 
tion signal output device comprising: 

a first additional information detecting means 
for detecting said first additional information su- 
perposed on said first area; 
a second additional information detecting 
means for detecting said second additional in- 
formation superposed on said second area; 
and 

an output control means for controlling an out- 
put of said information signal based on a de- 
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tected output from said first additional informa- 
tion detecting means and a detected output 
from said second additional information detect- 
ing means. 

s 

17. The information signal output device according to 
claim 15 or 16, wherein: 

the first additional information and the second 
additional information are information for limit- 10 
ing a copy generation of said information signal; 
and 

the first additional information represents a 
state before the copy generation is limited and 
the second additional information represents a is 
state after the copy generation is limited. 

18. The information signal output device according to 
claim 1 5, 1 6 or 17, wherein said first area and said 
second area are set as areas at every predeter- 20 
mined time length of said information signal 

19. The information signal output device according to 
claim 15, 16 or 17, wherein said first area and said 
second area are set as areas at every predeter- 25 
mined data amount of said information signal. 

20. The information signal output device according to 
claim 15, 16 or 17, wherein: 

30 

said information signal is an image signal; and 
said first area and said second area are formed 
in a time direction by using a frame or field as 
a unit. 

35 

21. The information signal output device according to 
claim 15, 16 or 17, wherein said first area and said 
second area are formed separately within one 
frame or one field. 

40 

22. An information signal recording device for recording 
an information signal which is divided into a first ar- 
ea and a second area and where first additional in- 
formation as electronic watermarking information is 
superposed on said first area and second additional 45 
information as electronic watermarking information 

is superposed on said second area, said recording 
device comprising: 

a digital interface for being provided with said so 
information signal; 

a first additional information detecting means 
for detecting additional information superposed 
on said first area of said information signal pro- 
vided via said digital interface; 55 
a recording control means for controlling re- 
cording of said information signal based on a 
detected output from said first additional infor- 


mation detecting means; and 
a superposing means for, when said informa- 
tion signal is to be recorded on a recording me- 
dium by said recording control means, forming 
the second additional information if necessary 
so as to superpose it on said second area. 

23. An information signal recording device for recording 
an information signal which is divided into a first ar- 
ea and a second area and where first additional in- 
formation as electronic watermarking information is 
superposed on said first area and second additional 
information as electronic watermarking information 
is superposed on said second area, said informa- 
tion signal recording device comprising: 

a second additional information detecting 
means for detecting additional information su- 
perposed on said second area of said informa- 
tion signal; 

a recording control means for controlling re- 
cording of said information signal based on a 
detected output from said second additional in- 
formation detecting means; and 
a superposing means for, when said informa- 
tion signal is to be recorded on a recording me- 
dium by said recording control means, forming 
the second additional information if necessary 
so as to superpose it on said second area. 

24. An information signal recording device for recording 
an information signal which is divided into a first ar- 
ea and a second area and where first additional in- 
formation as electronic watermarking information is 
superposed on said first area and second additional 
information as electronic watermarking information 
is superposed on said second area, said informa- 
tion signal recording device comprising: 

a first additional information delecting means 
for detecting additional information superposed 
on said first area of said information signal; 
a second additional information detecting 
means for detecting additional information su- 
perposed on said second area of said informa- 
tion signal; 

a recording control means for controlling re- 
cording of said information signal based on a 
detected output from said first additional infor- 
mation detecting means and a detected output 
from said second additional information detect- 
ing means; and 

a superposing means for, when said informa- 
tion signal is recorded on a recording medium 
by said recording control means, forming the 
second additional information if necessary so 
as to superpose it on said second area. 
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25. The information signal recording device according 
to claim 22, 23 or 24, wherein: 

said first additional information and said sec- 
ond additional information are information for s 
limiting a copy generation oi said information 
signal; and 

said first additional information represents a 
state before the copy generation is limited and 
said second additional information represents 10 
a state after the copy generation is limited. 

26. The information signal recording device according 
to claim 22, 23, 24 or 25, wherein said first area and 
said second area are set as areas at every prede- is 
termined time length of said information signal. 

27. The information signal recording device according 
to claim 22, 23, 24 or 25, wherein said first area and 
said second area are set as areas at every prede- so 
termined data amount of said information signal. 

28. The information signal recording device according 
to claim 22, 23, 24 or 25, wherein: 


said information signal is an image signal; and 
said first area and said second area are formed 
in a time direction by using a frame or field as 
a unit. 

30 

29. The information signal recording device according 
to claim 22, 23, 24 or 25, wherein: 

said information signal is an image signal; and 
said first area and said second area are formed 35 
separately within one frame or one field. 
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FIG. 5A 
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